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1
Decision/action requested

This document proposes to add Authentication based on AKMA between EEC and ECS in clause 6.2. SA3 is kindly requested to approve this doc.
2
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3
Rationale

Solution #16 based on AKMA in TR 33.839 can be used for authentication between EEC and ECS. It supports key derivation at home network.

4
Detailed proposal

**** START OF 1st CHANGE ****
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**** END OF 1st CHANGE ****
**** START OF 2nd CHANGE ****
6.2
Authentication and Authorization between EEC and ECS

Editor’s Notes: Authentication and Authorization between EEC and ECS is to be added.
6.2.X Authentication between EEC and ECS based on AKMA
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Figure 6.2.x EEC authentication framework with ECS based on AKMA.
It is assumed that AKMA and TLS are supported by the UE and ECS.

Step 1. UE with EEC functionality performs primary authentication with the network and retrieves ECS information (i.e. ECS Id and AKMA capability) from 5GC. The AKMA capability indicates the ECS support to use AKMA.
Step 2-4. The UE determines to use AKMA based on the received AKMA capability, AKMA defined in the TS 33.535 [xx] is reused here to negotiate the preshared key KECS between UE and ECS. Here the A-KID sent from the UE is authenticated by the ECS based on the AKMA mechanism.

Step 5. EEC and ECS establish the TLS security tunnel based on the preshared key KECS. The authentication is fulfilled based on the TLS.
**** END OF 2nd CHANGE ****
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